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Positioning ENISA activities
POLICY

CAPACITY

 Support MS & COM in
Policy implementation
 Harmonisation across EU

 Hands on activities

EXPERTISE




Recommendations
Independent Advice
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Top 10 threats

Source: ENISA Threat Landscape 2017
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Internet of Things (IoT)
Internet of Thing (IOT) is “a cyber-physical ecosystem of interconnected
sensors and actuators, which enable intelligent decision making”1

Diagram by skyworksinc.com

1 Source: Baseline Security Recommendations for IoT -ENISA
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Security Considerations in IoT
• Very large attack surface: the threat landscape
concerning IoT is extremely wide.
• Complex ecosystem: involving aspects such as
devices, communications, interfaces, and people.
• Security integration: legacy products might not
guarantee any security
• Difficult to secure the entire lifecycle of products
• Fragmentation of the standards and regulations
• Insecure programming and reuse of
unsecure/deprecated code
• Unclear liabilities
• Limited device resources
• Security is not yet a market differentiator.
Sources: Baseline Security Recommendations for IoT – ENISA
Security and Resilience of Smart Home Environments - ENISA
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Security Considerations: People
Lazy customers: security updates are tedious
Lack of expertise: it might be challenge for
not techy people
Unaware of how easy it is too hack a device
(threats)

Unaware of the private and sensitive
information that can be gained in an attack

Fragmentation in a complex ecosystem make
technologically difficult to apply automatic
over-the-air update to all devices connected
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Research questions : People behaviour
People are the weakest link in security. Aggregation of data and
inference has increased exponentially the risk of identity theft
and privacy violations
• How is the information security and risk management discipline evolving
and what are the consequences?
• How we can influence human behavior and learn how to create a more
secure environment
• What are the parallels and overlaps with social and behavioral sciences?

8

When will the clients ask more security?
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Autonomous systems
How to guarantee resiliency, integrity and trust requirements
• Autonomous systems resilience
(Fail safe)
• Authenticity and integrity (non
repudiation) must be assured
among the critical functions
• Trust Relationship among
components in the way that they
cannot be maliciously altered (e.g.
using block chain, authentication,
data signatures, certificates, etc.).
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Artificial Intelligence, Big Data and Privacy
The concept of privacy and data protection by
design is fundamental, as a mechanism to
address the privacy risks from the very
beginning of the processing and apply the
necessary privacy preserving solutions in the
different stages of the big data value chain. AI
may lead to concentration of massive
knowledge about user behavior within few
organizations

How to anonymize data effectively without compromise the
utility of dataset.
How to encrypt efficiently database, do encrypted search and
do privacy preserving computations.
How to guarantee a granular access control (eg. ABAC).
How to have automated policy compliance tools and
automated detections of violations.
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The Internet of Bio-Nano Things (IoBNT)
Miniaturized Internet-enabled devices combined with biological
substrate.
Expected to enable engineers to effectively use the biological cells
as programmable substrates and control, reuse, modify, and
reengineer the cells’ structure and function

IoBNT will opens up numerous avenues for technological
breakthroughs where cyber becomes part of and controls vital
human biological processes.
Such a development will bring massive challenges, including
ethical, social, legal, economic.
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Artificial Intelligence and Robotics
Trust: Robots need to interact with other
components based on some trust models.
How this trust is built, how it is propagated in
a chain of trust, how it can be used to
promote user awareness and how it can be
used to raise concern over security
implications, are among the open challenges
in the domain.
 Need to understand the building blocks of AI and robotics technologies
and their interplay. Based on this (technological) information, security
experts will be in the position to identify their risk exposure.
 Need to assess threats and weaknesses pertinent to the components of
AI and robotics. Given the wide scope of use of these technologies, this
assessment needs to include both technical and non-technical issues.
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Quantum Computing
Revolutionary technology: it will solve some
mathematics problems that cannot be solved using
classing computer.
The equations of quantum mechanics prescribe a
way to calculate the properties — such as stability
and chemical reactivity — of a molecule such as a
drug.

Source: www.ft.com/content/4b40be6c-0181-11e8-9650-9c0ad2d7c5b5

Research on
quantum-resistant
encryption
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Consolidation of collected ideas
- Certification: Existing certification schemes are not
appropriate for lightweight devices
- Increasing end-user involvement and awareness
- Security coverage of complete lifecycle
- Development of trustworthiness
- Cryptography: Encrypted search, privacy preserving
computations, quantum- resistant
- Artificial Intelligence (AI) and Machine Learning (ML) as
cybersecurity tools
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